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Abstract :

CyberSim Defender is a Windows-based application designed to simulate cyberattacks,
analyze their behavior, and propose appropriate mitigation strategies. The core idea is to
provide an interactive environment that allows users to monitor system activity, detect
attacks, understand their nature, and take preventive actions based on Al-powered
recommendations.

The application is built on several key components. At its core lies the intelligent backend
engine, responsible for analyzing network traffic and sensitive files using tools such as
SharpPcap for packet capture. It leverages machine learning models via ONNX
Runtime to classify attacks, complemented by rule-based detection mechanisms
enhanced by Al models to identify threats such as DDoS, SQL Injection, Port Scanning,
and others. Additionally, the engine monitors critical system files by computing MDS5 hash
values to detect unauthorized modifications.

The graphical user interface (GUI) is developed using WPF and features three main
windows:

An interactive attack simulation window with step-by-step educational scenarios and
animated visuals.

A file monitoring window displaying detected threats.

A network monitoring window with real-time statistics, security alerts, and instant
recommendations from an Al-powered security advisor.

The backend engine communicates with the GUI seamlessly through events and data
binding, ensuring smooth interaction between layers. The application also includes an
integrated knowledge base that stores ten different attack types, along with their phases
and Al-generated mitigation recommendations.

CyberSim Defender offers significant educational and training value by integrating
artificial intelligence, network analysis, file integrity monitoring, and attack
simulation into a single, scalable application suitable for educational or training
environments.
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Traditional cybersecurity education often emphasizes theoretical knowledge but lacks practical experience, creating a significant skills gap.

This research addresses this gap by proposing the design and development of an open-source cyber range specifically tailored for educators

and security professionals, in order to further aid their preparedness towards defending against sophisticated cyber-attacks in this ever- Industrial internet of Things || NeT
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more secure digital environment. Through a comprenensive literature review and comparative analysis, the project will also identity key
features and functionalities required for effective cyber range training. Agile development methodologies will be employed as well,
incorporating the STRIDE threat modelling framework to ensure robust security throughout the design phase. Some of the functionalities the
developed platform will provide include scenario creation, attack simulation, performance evaluation, and reporting. Several labs simulating
real-world security challenges will be developed for user testing and platform evaluation. Iterative testing would also be part of the process.
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Intrusion detection evaluation dataset
(CIC-IDS2017)

Intrusion Detection Systems (IDSs) and Intrusion Prevention Systems (IPSs) are the most impaortant
defense tools against the sophisticated and ever-growing network attacks. Due to the lack of reliable
test and validation datasets, anomaly-based intrusion detection approaches are suffering from

consistent and accurate performance evolutions.

Our evaluations of the existing eleven datasets since 1998 show that most are out of date and
unreliable. Some of these datasets suffer from the lack of traffic diversity and volumes, some do not
cover the variety of known attacks, while others anonymize packet payload data, which cannot reflect

the current trends. Some are also lacking feature set and metadata.

CICIDS2017 dataset contains benign and the most up-to-date common attacks, which resembles the

true real-world data (PCAPs). It also includes the results of the network traffic analysis using
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% Generate -+ Code =+ Markdown | > RunAll S Clear All Outputs Qutline B Select Kernel

[Parallel(n_jobs=-1)]: Using backend ThreadingBackend with 16 concurrent workers.
[Parallel(n_job: Done 18 tasks | elapsed: 49.9s

[Parallel(n_jobs= : Done 168 tasks | elapsed: 5.4min

[Parallel(n_job: Done 42@ out of 488 | elapsed: 12.4min finished
[Parallel(n_job: : Using backend ThreadingBackend with 16 concurrent workers.
[Parallel(n_job: Done 18 tasks | elapsed: 8.1s

[Parallel(n_job: : Done 168 tasks | elapsed: 1.25

[Parallel(n_job: : Done 4088 out of 4@ | elapsed: 2.8s finished
[Parallel(n_job: Using backend ThreadingBackend with 16 concurrent workers.
[Parallel(n_jobs= : Done 18 tasks | elapsed: 8.1s

[Parallel(n_job: Done 168 tasks | elapsed: 1.2s5
[Parallel(n_jobs=16)]: Done 4e@ out of 4ee | elapsed: .7s finished

precision recall fl-score support

1.0000 1.0000 . 396907
1.0000 1.0000 111522

accuracy 508429
macro avg 1.0000 1.0000 508429
weighted avg 1.0000 1.0000 . 508429

% Generate + Code + Markdown | (> Run All Clear All Qutputs Qutline =+ B, select Kernel

macro avg 1.0000 1.0000 1.0000 508429
weighted avg 1.0000 1.0000 1.0000 5088429

ROC-AUC (bin): 1.
[Parallel(n_jobs : Using backend ThreadingBackend with 16 concurrent workers
[Parallel(n_jobs : Done 18 tasks | elapsed: 52.9s
[Parallel(n_jobs : Done 168 tasks | elapsed: 7.emin
[Parallel(n_jobs : Done 418 tasks | elapsed: 17.4min
[Parallel(n_jobs=-1)]: Done 580 out of 500 | elapsed: 20.5min finished
[Parallel(n_jobs=16)]: Using backend ThreadingBackend with 16 concurrent workers
[Parallel(n_jobs=16)]: Done 18 tasks | elapsed: 8.5s
[Parallel(n_jobs=16)]: Done 168 tasks elapsed: EN-H
[Parallel(n_jobs=16)]: Done 418 tasks | elapsed: 7.55
[Parallel(n_jobs=16)]: Done 588 out of 5808 | elapsed: 8.6s finished

precision recall fl-score  support

Benign 1.0000 1.0000 1.0008 396907
Botnet 1.0000 1.0000 1.0008 393
DDoS 1.0000 8.9999 9.9999 25606
DoS 09.9996 9.9999 9.9998 50532
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9% Generate + Code -+ Markdown | > RunAll %5 Clear All Outputs | i= Outline - B, Select Kernel
Benign 1.0000  1.0000 1.9808 396907
Botnet 1.0000  1.0000  1.0800 393

DDoS 1.0000 8.9999 8.9999 25606

DoS 8.9996 8.9999 8.9998 508532
FTP-Patator 1.6000  1.0000  1.0000 1588
OtherAttack 1.0000  1.0000  1.0000 2
PortScan ©.9999  ©.9997  ©.9998 31786
SSH-Patator 1.e000  1.0600  1.0000 1179
WebAttack 8.9939  ©.9702  ©.9814 436
accuracy 8.9999 508429

macro avg 8.9979 508429
weighted avg 8.9999 588429
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Dol AS a3 by 3l Cilangdl) ) Clgpil) dakaiall o3 (a1 b a Y] Cilguill dikaie -4
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00:00:12 34107.221.82
00:00:12 185.200.125.138
00:00:12 185.200.125.138
00:00:12 185.200.125.138
00:00:12 185.200.125.138
00:00:12 185.200.125.138
00:00:12 185.200.125.138
00:00:12 185.200.125.138
00:00:12 10.0.01
00:00:12 10.0.0.1
00:00:12 10001
00:00:12 10.0.0.1
00:00:12 185.200.125.138

00:00:12 185.200.125.138
UL 0 ASa 4) ja d8haia 5215 Apd g amy

A je A8 a5l Dleas 5l a3 pae Caal g Aia AS jall )

N paddr ==

No.

105404

32026-04-10

10 2026-04-10
11 2026-04-10
12 2026-04-10

17 2026-04-10
19 2026-04-10
20 2026-04-10
21 2026-04-10
22 2026-04-10
23 2026-04-10

31 2026-04-10
32 2026-04-10

35 2026-04-10
36 2026-04-10
37 2026-04-10

2220260410

23:59:19.428596

23:59:19.542820
23:59:19.544259
23:59:19.570743

23:59:19.600058 10.54.0.4
4

23:59:19.642780
23:59:19.650827
23:59:19.678946
23:59:19.682384
23:59:19.690263

23:59:19.799659

10.54.0.
10.0.0.1
10.54.0.4
10.0.0.1
10.54.0.4

10.0.0.1

23:59:19.857121 10.54.0.4

23:59:20.070681
23:59:20.192331
23:59:20.193672

2det0e20. 200000

Destination

10.0.0.1
10.0.0.1
10.54.0.4

34.107.243.93
10.0.0.1
10.54.0.4
10.0.0.1
10.54.0.4
10.0.0.1

10.54.0.4
34.107.243.93

Length ' Info

342 DHCP ACK

84 Standard quer
85 Standard quer
238 Standard quer

6254917 » 443 [9
85 Standard
238 Standard
85 Standard
238 Standard
85 Standard

222 Standard

88 Standard quer

WireShark (2 libull 4S5 A 5-16 (Aapda s pns)




mEd -+

Time Destination Protocol Length _info

61 2026-04-10 :59:20.558496 .54.0. 10.0.0.1 DNS T Sandar‘d quer
62 2026-04-10 :59:20.559001 .54.0. 10.0.0.1 DNS 71 Standard quer
63 2026-04-10 20.560494 .0.0. 10.54.0.4 DNS 105 Standard quer

64 2026-04-10 2 :20.599902 . 34.107.243.93 62 [TCP Retransmi

70 2026-04-10 :59:20.746871 .54.0.4 10.0.0.1 73 Standard quer
71 2026-04-10 :59:20.762809 .0.0.1 10.54.0.4 178 Standard quer
72 2026-04-10 :59:20.767145 .54.0.4 185.200.125.163 62 54920 -» 80 [SY

82 2026-04-10 :59:20.833569 10.5
83 2026-04-10 :59:20.841925 10.5

1

4 0.0.0. 79 Standard quer
4 10.0.0.

0.
0. 78 Standard quer

3
1

4.
4.

86 2026-04-10 23 20.864719 10.54.0.4 34.107 3 CP 62 [TCP Retransmi
87 2026-04-10 $20.953656 185.200.125.163 10.54.0.4 6680 » 54920 [S
88 2026-04-10 :59:20.953852 10.54.0.4 185.200.125.163 54 54920 - 80 [A(
89 2026-04-10 :59:20.954001 10.54.0.4 185.200.125.163 136 GET /ncc.txt

90 2026-04-10 :59:20.977270 10.0.0.1 10.54.0.4 219 Standard quer
912026-04-10 23:59:20.980468 10.54.0.4 20.47.110.73 6254921 > 443 [
92 2026-04-10 23:59:21.011732 10.0.0.1 10.54.0.4 163 Standard quer

WireShark  <libll 4S a 5-17 (i s oy

sl 8 Ll 5 ) g pall AS ja oda g

B3l jgpall &Sy

Cagll Juaall gzl
00:00:12 105404 34107.221.82
00:00:12 10.54.04 185.200.125.138
00:00:12 10.54.04 185.200.125.138
00:00:12 10.54.04 185.200.125.138
00:00:12 10.54.04 185.200.125.138
00:00:12 10.54.04 185.200.125.138
00:00:12 10.54.04 185.200.125.138
00:00:12 10.54.04 185.200.125.138
00:00:12 10.54.04 10.0.0.1
00:00:12 10.54.04 10001
00:00:12 10.54.04 10.0.01
00:00:12 10.54.04 10001
00:00:12 10.54.04 185.200.125.138

00:00:12 10.54.04 185.200.125.138
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: Udp-Flood asa2

= )-[~]
L hping3 --udp --flood -p 1900 10.54.0.4 --data 1400 -c 10000 --fast
HPING 10.54.0.4 (eth® 10.54.0.4): udp mode set, 28 headers + 1400 data bytes
hping in flood mode, no replies will be shown

C
— 10.54.0.4 hping statistic —
65357 packets transmitted, 0 packets received, 100% packet loss

round-trip min/avg/max = 0.0/0.0/0.0 ms
UDP-Flood s 522 5-19 (A g oy
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Laagll o LELLY) Cilaglrall dgaly 5-21 (Anda s pmy

: DDos and WenAttack asa2

S aladiul 3yl G DAOS psas gl (adi A Cpfiens 2T 3 Hping3 oSl I GUss 8 311 il 33 )k 00
A i 5) PORT 80 plasivd caw Wepattack 4esa s —rand-source &b oo 2aly 2 e Gy asnell IP (0
. 443 L)

— [~]

sudo hping ) l-sour ) 80 10.54.0.4 -d 1400
HPING 10.54.0.4 (eth@® 10.54.0.4): S set, 40 headers + 1400 data bytes
hping in flood mode, no replies will be shown

C
— 10.54.0.4 hping statistic —
223236 packets transmitted, @ packets received, 100% packet loss

round-trip min/avg/max = 0.0/0.0/0.0 ms

flood ra

WebAttack and DD0S (2522 5-22 A s am)

: Cybersim (ki & syl




sl jgpall B> Ul )Littuie

143 ] Algtnm (508
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: RST-Flood and Syn-Flood a5

10000 -c 50000 -p 7070 10.54.0.4 ||

To direct input tc

RST-Flood psa8 5-25 (s si am

Laxa 28 RST J) psaa Qi o5 Y ) Sl SN & RST, SYN Flood (siexs Jeal Nping 313l aladivl 5 sk (e
cybersim (guki 3 JGIS il <l SYN
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